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OQSZcsOQS%S3ohiefcz[_^aZ
M = N
[gj[_Z
E
3% S%hijlSYcsOQSjlkmR n!^B]
==
cs^{|SZQ^aczSjzkmZBceabcz[gb£SDohief]_[¬cuk^acsSqsRj
#%$ #
D ¯ LŁ	ﬁ

)  ¯  ª

)  ³ 5 ¯ 
czS3qwe&yQqz^acz^|b^B]QS§|SDbh|cs[\^BZIeaZeczcseBbaSqR)e5kMmZQ^9e&jzS3ohQS3ZibS^aIR)S3jsjzea`aS3j
M1
>3
Ml
N'Oi[_j
R)SDefZijﬂcsOiec[¬cwZi^jﬂS3eabO)R)S3jsjsef`aSnih|c[\cwef]gjz^YmZQ^jr[\ZOQ[gbO^aq{|S3q;[¬cwqzSDbS[_aSD{csOQSdR)SDjzjsef`BS3j3
;|^­[¬cM[_j&ZQ^fcS3ZQ^ahQ`BO,^aqh!j%cz^Ljze5k­csOiec czOQS	eclceabBSq%mZQ^j+csOQSjzSc&^awcsSqsRj
{M1, . . . ,Ml}

1ihQqzczOQS3qzR)^aqsSawSYjzOQ^ahi]_{	{|[_jlcz[_ZQ`BhQ[_jzOcsOQ^BjzSYZiefR)S3jcsOiecwczOQS%efclcseBbaS3qOieB{n>S^BqzS£czOQSYS§|SDbh|cs[\^BZ
qs^aR}czOQ^jlS'csOiecrwSqsSqsS3jzOQ]_k&`BSZQS3qsefczS3{ efZi{MOQ[gbO)Re5kqzS3Ref[_ZMjzS3bqzSc$qs^aR}czOQSdefclceabaS3q+*5n>^fcsO
m[_Zi{Qj'^a$ZieaR)S3j'Re5kefyiy!SDefq'[\ZcsOQS+czS3qzRj3
ZcsOQSdeayQyQ]_[\SD{)yQ[>b3ef]gbhQ]_hij#7\6:GjlhibOe%jzS3ohQS3ZibSd^fR)S3jsjzea`aS3jr[_j^aqs`BefZi[\¨3S3{ [\Zcz^ eﬁ. !
νn˜σ

OiSqsS
n˜
[_j'e /iZQ[\czSjzSc'^fZ!efR)S3j+¢[_ZczhQ[\cz[_aS3]\kBmczOQSYqsS3jzO	Z!efR)S3j¦¡|efZ!{
σ
[_j'e)jlhinijucs[¬csh|cz[_^aZ^fczOQS
^BqzR 1
{M1/x1 , . . . ,
Ml/xl}
[\czO
dom(σ) 
	= {x1, . . . , xl}.
N'OiS%5eaqz[gefni]\SDjSZieanQ]_S%hijcs^qzSSqcs^S3eBbO
Mi
Q^BqS§QeaRMyi]\S+^BqaS3SyQ[_ZQ`)czqeab^fﬂczOQS3[\q£^aq{|Sq^a
csqseaZijzRM[gjsjl[_^aZI% Sef]_we5k|j+eajsjlhiRMS czO!ec^ahiqjlhQn!jucs[¬csh|cz[_^aZij%eaqzS)bk|b]\S¥7qsSSBIN'OQSjl[_¨S)^f'e	qseaRMS
φ = νn˜{M1/x1 , . . . ,
Ml/xl}
[gj
|φ| 
	=
∑l
i=1 |Mi|

#%$ 
¯
´	a

³ )
VY[_aS3ZeqefR)S
φ
czO!ecﬂqzS3yQqzSDjlS3ZcsjEcsOQS[_Z|^aqsRecs[\^BZe55ea[\]gefni]\Sﬂcs^£efZ eclceabBSqDSR)e5k+eajzYOQScsOQSq
e)`B[\BSZczS3qzR
M
Re5k	n!S&{QS3{|hibS3{qs^aR
φ
>N'OQ[gjqsS]gecz[_^aZ[gjqs[¬czczSZ
φ `M
¢^B]\]_^[\Zi` ;QbOQZQS[\¥
{QSq 7ÝTf:¦¡|èc[gje§|[_^aRecs[\¨3S3{	nmkczOQS%qshQ]_S3j1
[¬
∃x ∈ dom(σ)
j3 cD
xσ = M
νn˜σ `M
s 6∈ n˜
νn˜σ ` s
φ `M1 · · · φ `Mk
f ∈ Σ
φ ` f(M1, . . . ,Mk)
φ `M M =E M
′
φ `M ′
;|[\ZibSwczOQS{|SD{|hib[\nQ]_S'R)S3jsjzea`aS3j${|S3y!S3Zi{M^aZ czOQS'hQZi{QSqs]\km[_ZQ`+S3ohiecs[\^BZief]csOQS^BqzkBDwS'qz[\czS
`E
OQS3Z
E
[gj+ZQ^fcb]_S3eaqYqz^BR czOQSb^aZczS§cDEZBcshQ[\cz[_aS]_kaEcsOQS{|S3{Qhib[_nQ]_SRMSDjzjsef`BS3jYefqsS&csOQS)R)S3jsjzea`aS3j£^f
φ
eaZi{	[¬cjwqzS3SYZ!efR)S3j3Qb]_^BjzS3{nkS3ohief]_[\cuk[\Z
E
efZi{b]_^BjzS3{nmkefyQyi]\[gbefcz[_^aZ^fhiZib¡cs[\^BZijﬂ%LS+Oie5BS
csOQS+^a]_]_^[\ZQ`)bOieaqseBb¡czS3qz[_¨3efcz[_^aZ^aﬂ{QS3{|hibcz[_^aZ%1


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!
M
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! /!/. 	 
νn˜σ
! ﬁ . ! ﬂ!0	
νn˜σ `M
  	  ﬀ	 	  
 3!ﬁ! !ﬀ   #/!/.
ζ
ﬁ 

fn(ζ) ∩ n˜ = ∅
	 
ζσ =E M

£jefZS§QefR)yQ]_Sa|wSYb^aZijz[g{|SqwczOiS%S3ohiecs[\^BZief]>csOQS^Bqzk^ayiea[\qs[\Zi`MeaZi{	jzkmR)RMSczqs[_bYS3Zibqskmy|cz[_^aZI
N'OiSYjz[\`BZiecshQqsS[_j
Σ1 = {pair, enc, fst, snd, dec}
m£jwhijlh!ef]GwSdqs[\czS
〈x, y〉
[_ZijucsS3eB{^f
pair(x, y)

N'OiS£csOQS^Bqzk
E1
[_jd{|S0/iZiS3{nmk 1
fst(〈x, y〉) = x snd(〈x, y〉) = y dec(enc(x, y), y) = x.

Sc
φ 
	= νk, s{enc(s, k)/x, k/y}
BN'OQS3Z
φ ` k
eaZi{
φ ` s
 1QhiqlcsOQSqsR)^aqsSaawSdO!e5aS
k =E1 yφ
efZi{
s =E1 dec(x, y)φ
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£S3{Qhib¡cs[\^BZ {Q^SDj­ZQ^ac©ef]_we5k|jAjlh >bS,^aq­S§myiqzSDjzjz[\Zi` csOQS mZQ^]_S3{|`BS ^a)eaZ eclceabBSqD'eBj­{|[gju¥
bhijsjlSD{ [\Z9csOQS©[_Zczqs^|{|hib¡cs[\^BZI 1Q^aq	S§QefR)yQ]_Sawb^BZijl[g{|S3q
φ1 
	= νk{enc(0, k)/x, k/y}
efZi{
φ2 
	=
νk{enc(1, k)/x, k/y}
OiSqsS
0, 1 ∈ Σ
efqsS	b^aZijlcseaZBc)jlkmR n!^B]_j3$N'OiSefclcseBbaS3q beaZ {|SD{|hibScsOQS
jsefR)S+jlSc^fIcsSqsR)jwqs^aR csOQS3jzSYcu^ qefR)S3j'jz[\ZibS£[\cmZQ^j
0
eaZi{
1
 *wh|c[\cdb^BhQ]_{czS3]\]EcsOQS%{|[ ESqz¥
S3ZibS&n!ScuS3SZAczOiS3jzS%cu^)qefR)SDjnmkbOQSDbm[\ZQ`OiSczOiSqcsOQS&{|SDbqskmy|cz[_^aZ­^a
x
[¬csO
y
yQqs^|{|hibS3j
^Bq+a

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M
	 
N
ﬁ!!ﬃ0 ﬂ 	 
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ϕ 

0ﬀ ﬂ!! ﬃ ﬂﬀ		
 3!ﬀ/
E
	 &
 !
(M =E N)ϕ 

  	#ﬀ	 	  
ϕ = νn˜.σ 
 Mσ =E Nσ 

	
{n˜} ∩ (fn(M)∪
fn(N)) = ∅
0ﬀ ﬀ. ! 	. !/
n˜
	  ﬂ.
 .ﬀ	
σ

ZA^BhQq'S§QefR)yQ]_Sa|wS%Oie5aS
(dec(x1, x2) =E1 0)φ1
nQh|cZQ^ac
(dec(x1, x2) =E1 0)φ2
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ϕ
	 
ψ
ﬁ!)jlcsefcz[gbea]\]_k	SDohQ[\ea]\S3ZBc


	 &
/!
ϕ ≈s ψ 

 3!	
dom(ϕ) = dom(ψ)
	   3!	
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M
	
N 
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(M =E N)ϕ
  	  ﬀ	 	  
(M =E N)ψ
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ZA^BhQq'S§QefR)yQ]_Sa
φ1 6≈s φ2
nQh|c
νk{enc(0, k)/x} ≈s νk{enc(1, k)/x}

% S%qs[¬csS
≈sE
OQS3Z
E
[gjZQ^acb]\SDefq'qs^aR csOQSb^BZczS§mcD
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% S­b^BRMy!efqsSS3ohiea]\[\cuka;{|SD{|hibcz[_^aZI;efZ!{ jlcsecs[_bSDoBhi[\ef]_SZ!bS	qz^BRczOQSAy>^a[_ZBc)^fYm[\S3^f£{QS3b[g{m¥
eanQ[_]\[\cukaN'OiSqsSM[gj]_[\clcz]_SOQ^By!ScsOiec&{QS3{|hibcz[_^aZ,^aq jucecz[gb)S3ohQ[_ef]_SZibS^BhQ]g{©n>S{|SDb[g{QefnQ]_SOQS3Z
SDohief]_[¬cuk­[\csjzS]\'[_j%Zi^fc3r¢%LSZi^fczS)OQ^wSBSq£czOiefc3^Bqjl^BR)S)eaqlcs[ />b[gef]G>SDjly>S3b[_ea]\]_k©{|SDjl[_`aZiS3{LS3ohie¥
cs[\^BZief]czOQS3^aqs[\SDj${|S3{Qhib¡cs[\^BZªRe5k©n>S	{|SDb[g{QefnQ]_SOi[\]_SSDoBh!ef]_[¬cuk [_j&hQZi{|SDb[g{Qefni]\SB ¦&N'OQSqsS^BqzSBIS
^|bhij'^aZAS3ohiefcz[_^aZiea]>czOQS3^aqs[\SDjw^aqOQ[gbO	SDohief]_[¬cuk[_jefc]\SDeajlc{QS3b[g{QeanQ]\SB
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¯
)dZ|^aqzczhiZiecsS]_ka|csOQS{|S3b[_{iefnQ[_]\[\cuk^a$SDohief]_[¬cuk	[_jZQ^fcdjzh>b[_SZc^aq'csOQS&{|SDb[g{Qefni[\]_[¬cuk	^f;{|S3{Qhib¡cs[\^BZ
eaZi{ jlcsefcz[gb©SDoBhi[\ef]_SZ!bSa'djS3[g{|S3ZibSBw]_ScAhijb^BZijl[g{|S3qcsOQS {QS3b[g{QeanQ]\S S3ohiefcz[_^aZiea]csOQS^Bqzk
E2
{QS0/iZQSD{nk 1
x · (y · z) = (x · y) · z
[x1, y1] · [x2, y2] = [x1 · x2, y1 · y2]
f([x · y, x · y]) = f([x, x])
b3b^Bqs{|[_ZQ`+cs^czOiS3jzSS3ohiefcz[_^aZij3fcsOQS£jzkmR&n>^a]
·
[gjeBjzjz^|b[gecz[_aSeaZi{{|[gjucsqz[_nQh|csS3j^aS3q;czOQSYjlkmR n!^B]
[ ]

eaZi{efZmk czS3qzR ^fcsOQS^BqzR
f(M,M)
b3efZn>S£b^a]_]_eayijzS3{M[\Zcs^&efZmk czSqsR
f(M ′,M ′)
OiSqsS
M ′
[gje
yiqzS6/Q§^f
M
mN'OQ[_jwSDoBh!ecz[_^aZ!ef]QcsOQS^Bqzk)S3ZiefnQ]_S3jhijcz^ SZib^m{QSdcsOQSdpﬂ^Bjlcdv^aqsqzSDjly>^aZi{QSZibSprqz^BnQ]_SR
¢¤pwvp¦'[_Zcz^MczOiS{|S3{|h!b¡cz[_^aZAyQqs^ani]\S3R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E2   `E2 
   	!0 	 !
N'OiS&pwvp [_j1i`B[\BSZàe /!ZQ[¬csS&ZmhQR n!S3q£^aryief[_qsjd^frw^aq{Qj
(ui, vi)1≤i≤n
^BZ­czOQSMef]_yQOiean!Sc
A ⊂ N

{Q^SDjcsOQSqsS%S§|[gjucjdejzS3ohQS3ZibS
s1 · · · sk ∈ {1..n}∗
jzhibOAczO!ec1
us1 · · ·usk = vs1 · · · vsk 
%LSReay
csOQSMpwvp [_ZQyQh|c
(ui, vi)1≤i≤n
cs^csOQSMjzhQnijlcz[\czhQcz[_^aZ
σ = {[ui, vi]/xi}
N'OQSZàwS)befZ©aSqs[\k	csOiec
csOQSqsSàS§m[gjlcsjeªjz^a]_h|cs[\^BZ cz^ csOQSàpwvp[\&efZ!{ ^aZQ]_k [\+czOQS3qzS©S§|[_jlcsj	e,]\SclcsSq
a ∈ A
jzhibO csOiec
(νΣ)σ `E2 T ([a, a])

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dS§mc&wSjlOi^}czO!ec {|SD{|hibcz[_^aZ Re5kàn>SqzSD{|hibS3{Lcz^©jlcsefcz[gb)S3ohQ[_ef]_SZibSa-1i^aq%csOQ[_jyQhQqsy!^jlSBIS
eB{Q{ czOQS¤efR)[\]_[gefqrSDoBh!ecz[_^aZ
dec(enc(x, y), y) = x
E¢ % SOie5aS'ZQ^acjlczhi{|[_S3{)O!ecOieayQy>SZij[¬csOQ^ah|c
csOQ[gjS3ohiefcz[_^aZIQjz[\Z!bS+[¬c[gjjz^)b^aR)R)^aZ[\Z­eayQyQ]_[_b3ecz[_^aZ!jÝ¦
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Σ


!
0, 1
!  ﬀ ﬀ	 5
 	 '

 dec
	
enc
! ﬀ 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Σ


!  !	 !
Σ′ 	= Σ ] {0, 1, enc, dec}
	 
E ′ 	= E ] {dec(enc(x, y), y) = x}


!
φ =
νn˜{M1/x1 , . . . ,
Ml/xl}
!  ﬁ. ! 	 
M
!   !0/.  3!	
φ `E M
  	 ﬀ	 	  
νn˜{M1/x1 , . . . ,
Ml/xl ,
enc(0,M)/xl+1} 6≈sE′ νn˜{
M1/x1 , . . . ,
Ml/xl ,
enc(1,M)/xl+1}.
% S&{|S3qz[_aSczOiefcd[¬
≈s
[gj£{QS3b[g{QeanQ]\S^aq
E ∪ {dec(enc(x, y), y) = x}
QcsOQSZ
`
[gjd{QS3b[g{QeanQ]\S^aq
E
¢¤[¬csO­ecR)^Bjlc'czOQSjsefR)S%b^BRMyi]\S§m[\cukQ¦¡
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^BZBSqjlS)[gjZQ^acczqshQS 1
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Re5k©n>S	{QS3b[g{QeanQ]\SOQ[\]_S
≈s
[gjZQ^ac3Zi{|SSD{$Sb3efZ SZ!b^|{|SeaZ
hiZi{|S3b[_{iefnQ]_S&yQqs^ani]\S3R [_Zcz^csOQSMjlcsefcz[gb%S3ohQ[_ef]_SZibS&yQqs^ani]\S3R [_Z©jzhibOàe'e5kcsOiecYczOQSM{|S3{Qhib¡cs[\^BZ
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% Sàb^BZijz[_{|S3q)czOQSA^B]\]_^[_ZQ` b^aZ!jucsqzhib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